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Where’s the risk?

A look at changing trends in the past 9 months



Incident by Sector Q4 19/20 Incident by Sector Q1 20/21

What can the
most recent ICO
data tell us?

m Public Sector = Private m Public Sector = Private

Cause of Incident - Q4 19/20 Cause of Incident - Q1 20/21

Over quadruple the
incidents to inadvertent
disclosure of data* vs
phishing!

*Data sent or shown to wrong

people/person, electronically, physically or
vocally. Not including theft
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Public Sector Incidents Reported to the ICO
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What Is Causing The Reduction

News Flintshire residents warned about

. . . fake jury service call-up text
Warning over fake Stroud counsl Lg;:,gg;qg,ﬂvseg;;tfg fﬁmgﬁége message which currently

15th September

By Matty Airey | W @matty_gaz (?f SUffOIk shut down CIfCUlatlng
Report
o a Coronavirus (COVID-19)
14 hrs ago ;é - H. Abe 8 Sty L $ With P Empl Q Guidance and support

Warning on scam emails after victim los

‘ You have been summoned to Mo > Crban Al o s
g,gpiﬁ:futler W @dorsetechoalex Jury Duty Conﬁrm or opt out Courts, sentencing and tribunals
using the following link: https:/
| 5 3 reply-jury-service-gov.uk- Replv to a iu
We're Shaplng an amazing auth3.xyz , Your Juror number su;r)r,\ons jury
future for our students. is: 877845342

Use this service to reply to a summons asking
you to do jury service. You can:

e Confirm you can go
SUFFOLK TRADING STANDARDS * Pay a fee of £34.99 to postpone your

The fake College of Suffolk said it was "shaping an amazing future for our students"

X Researchers say not to use myGovID

Police are

warning about scam emails

0000 =D . until looin flaw 1s fixed

FAKE emails purpor
across Dorset, polic Fgke hospital websites are being used to scam someone | know as part of a sweetheart/dating scheme. How can |

prove it?
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Predictive Risk Analysis of
End Users

Help to understand who will make
a mistake BEFORE they do

* Allows remediation thatisn’t a
punishment

* Changes the culture towards

security

Threat Hunting of Phishing
Websites

e Understand that an attack is

BEING PREPARED, not that it has
already happened

* Protect your service users/ end

users and supply chain

e Reduce your organisations chance

of being a target

This approach creates a proactive
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security culture!
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Understanding
Risk

Integration between SEG
and AT helps admins

understand risk based on
real world and theory




Awareness Before And After Training*

The Topic Before  After Gain

Phishing 33.0% 81.2% 246%

BYOD 28.1% 86.6% 308%

Social Media 37.7% 80.1% 212%

39% of Passwords 12.5% 54.6% 437%
Incidents n?s:‘:::ﬁ:t 18.6%  78.4%  421%
in Q1 Insider Threat 17.8% 62.6% 345%
Shadow IT 26.7% 53.9% 202%

Storage Devices 34.5% 88.2% 256%
Reporting Threats 17.8% 62.6% 345%
Tailgating 27.9% 67.2% 241%

* Based on octucl custamers’ employes responses [o secunty guestions posed during iraming as of
February 2019 os compored to responses 1o same guestion from surveys conducted wilh o siotistically
significant populstion of professionals acrass all major industnies
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Increase Employees’
Knowledge Of Basic
Security Issues And
How To Respond By
400%+ With Mimecast
Awareness Training
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Weaponization of

Pandemic Keywords
Without
Mimecast
5 0.04— awareness
@ .
3 training Employees from companies
z not using Mimecast Awareness
:‘xj 0.03 — Training were more than
=
X
i
S o002—
@
=T
e
z
0.01 With
Mimecast more likely to click
awareness on malicious links
; training

1H 2020
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Combining Real World and Theory

. _| targeted
mimecast thrgat protection

gift card

Hi there,

We hear from our customers that being able to detect problems in seconds using
SignalFx lets them deploy code with confidence,
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Combining Real World and Theory

. _| targeted
mimecast | thrgat protection

@ User Clicks on REAL
Phishing Attack

Mimecast TTP re-writes the
URL automatically

©2020 Mimecast. All Rights Reserved.
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X Blocked site

This URL is blocked

http://guns.com/

This is because it matches the Weapons category.

If you think this is an error, please contact your administrator.
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Combining Real World and Theory

. _| targeted . .| awareness
mimecast | &5t protection mimecast | training

@ User Clicks on REAL
Phishing Attack

SAFE Score Charts

Mimecast TTP re-writes the F
URL automatically / \V4

—_— - m - m -
08May 10May 12May 14May 16May 18May 20May 22May 24May 26May 28May 30May Ofjun 03jun 05jun 07jun

SAFE Score = Region Seat Count

8" User Risk

@ Educate at Point of
Risk

Human Error

Sentiment

Time-of-Click Scan Triggers
a Policy Violation Engagement

Knowledge
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Combining Real World and Theory

targeted

mimecast | threat protection

@ User Clicks on REAL
Phishing Attack

Mimecast TTP re-writes the
URL automatically

@ Educate at Point of
Risk

Time-of-Click Scan Triggers
a Policy Violation
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= mimecast AwarenessTraining

Dashbioard
Perfarmance
®  Modules

EZ» Phishing

MIMECAST SAFE PHISH

Message Details

Subject: Attend a Live Demo - get a free Amazon Gift Card

Email Templates Create Template
Message

Phishing Logs

: T : T Summary
Review real phishing attacks and user activity in response to suspicious

From  info@amzenn.co.uk
Subject  Attend a Live Demno - get a free Amazon Gift Card

Real Phishing Attacks User Activity
Clicked 15

Sent  Mon 02 Mar 2020 - 13:25
Export

* Message Body

Subject

Attend a Live Demno - get a fre

sign-in notification on pp GET AN
gift card

eFax message from 19132159 Hi there,
5010

DocuSign- Contract #042219+

‘We hear from our customers that being able to detect problems in seco
FW: Warning! Suspicious Mes: SignalFx lets them deploy code with confidence,
via...

: || awareness
mimecast | training

Mimecast SAFE Score ®

Updated to reflect
individual Risk Assessment

NEW Phishing ®
Simulation Created

Based on Real Threats
Available in Minutes

mimecast’



MIMECAST SAFE PHISH

PHISHING SIMULATION FOR THE REAL WORLD

Zone l
At Your
Email Perimeter

Capture & mitigate real individual and
organizational risk (SAFE Score) Zone 2

Inside Your Network
& Organization

Eliminate the guessing game of choosing a

template Zone 3
‘_Beyond Your
. . . . Email Perimeter
Test users with real phishing emails that have
been converted into templates API
Extend and Integrate
. . ith other Security Controls
NO cost for all Mimecast (Mime|OS) and T T

Targeted Threat Protection customers
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MIMECAST SAFE PHISH

INTEGRATION WITH MIMECAST SAFE SCORE

Using the integration
with Mimecast
Targeted Threat
Protection, all clicks are
recorded and and fed
into the Mimecast SAFE
Score.

©2020 Mimecast. All Rights Reserved.

= mimecast Threatintelligence Searc

(@ Overview

¥ Threats

P safe Score

Q Search

Ll Reports

Safe Score Charts

8' User Risk

User Engagement
User Knowledge
User Sentiment

Human Error
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0% Attack Risk

Malware Attacks

Malicious URLs
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Thank You
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