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In many cases, cyber-security is an afterthought, consumers assume they are ﬁ?
LY epartment for
safe and hacks are undermining the sector g et
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Your smart home devices could get you hacked

Smart devices like IP (internet protocol) cameras, speakers, efc., are becoming more vulnerable to cyber attacks
especially if there is no proper in-built security
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Hot tub hack reveals washed-up security protection
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Def Con: Do smart devices mean dumb
security?
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We have a responsibility to protect citizens from harm, as well as a0
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wider networks from loT devices being weaponised in botnets g et

53 It is wrong to expect consumers to
secure their own loT products. We need
to quickly deliver the world consumers
already feel they live in. Good security
must be built in by loT manufacturers and
service providers, by design.

%3 We need to work in partnership with a
huge range of organisations to establish
a shared language about what is
expected and allow the sector to grow

and flourish
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How much they know about cyber security

How much they care about cyber security



We have worked in partnership to establish the UK as world %
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We have sought to deliver proportionate legislation o
DigFi)til,rg?JrI]turgf

Media & Sport

Consultation outcome

Consultation on the Government's Desire to ban poor practice outright, not just a label
regulatory proposals regarding consumer .o\ Support for ‘top three’ as robust baseline for initial legislation
Internet of Things (loT) security

Updated 3 February 2020 became available

5] Announce to deliver legislation as soon as parliamentary time

10} Menitor

system
tolernetry

11) Make It
vaxy 1o celate
porsonal data

8) Ensure
that personal
data is
protected



Most recently we held a Call for Views on our proposed approach as g
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Home > Government > Cyber security > Proposals for requlating consumer smart product cyber security - call for views
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Policy paper
Proposals for regulating consumer smart

product cyber security - call for views

Published 16 July 2020




We are working with a range of partners to develop a clear 2
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consistent language to protect consumers Mecia & Sport
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In partnership with ETSI, we have developed the first globally
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Assurance schemes
Several loT security assurance/certification schemes are already aligned with

the ETSI standard: -
® TIcom @DIGIOT (- bsi.
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UK regulation

Our proposed security requirements within the Call for Views are aligned to key
provisions of the ETSI EN standard. We will need to be alert of emerging
regulation under the EU Cybersecurity Act and the EU Radio Equipment
Directive.

Programme outcomes

+ Standards, assurance
schemes and regulation
catalyse industry
implementation of good loT
security practice.

* The safety, privacy and online
security of consumers and
businesses are better
protected.

+ UK seen as world leader in loT
security




We have developed partnerships, and seen our work amplified 208
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Statement of Intent regarding the

security of the Internet of Things

Updated 23 October 2019
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Cybersecurity Tech Accord Signatories Endorse ETSI Technical
Specification for loT Security
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Partnerships: We are also supporting the development of assurance
schemes and webinar training facilities
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New plans to boost security of
consumer smart devices

OPPORTUNITIES
New plans to boost security of consumer smart devices
The DCMS Secure by Design team has announced a grant

programme to support industry-led assurance schemes for
consumer loT.

FRIDAY

MAY 2020

I%T Consumer loT Security Guidance

2
Security Foundation We bl n a rs

Standards and Regulation

FREE Webinar Registration Full Name (required)

The ETSIEN 303 645 specification published in 2020 is the first international standard focussed on
consumer loT cybersecurity. Some governments are already publishing guidance on the standard or even Email (required)
preparing legislation that will impact the loT producer community - designers, developers,
manufacturers and other vendors.

Job Title (required)

Over the next three months, the Consumer loT Security Webinar series will allow the loT ecosystem to
hear security experts from the loTSF membership who will share best practice for complying with the top
three consumer loT cybersecurity provisions:

o Eliminate Universal Default Passwords [Quick Guide Link]
a Koan Caftwara l lndatad Ihiiek Culde | ink]




Requests 4
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Industry

1.  Getin touch if you would like to engage further, especially with view to sharing
public support - email sbdteam@dcms.gov.uk

2. Engage with ETSI and usage of EN 303645.

3. Use https://iotsecuritymapping.uk to make it easier to review all global standards

Consumers / Buyers
Ask the right questions of your devices.

Passwords / Security updates
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