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2020: People Become the Perimeter

User Resilience
More Critical Q

than Ever

. . Threats Target Cloud Accounts,
Email: Still the #1 Threat Vector Leverage Cloud Infrastructure
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Rapidly Deployed Collaboration Tools Data at Risk from Negligent /
Pose Security + Compliance Risk Compromised / Malicious Users

O Zero Trust Evolves ﬁ
.. to User-Centric

Access Controls
O
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COVID-19 Related Threats

COVID-19 Threat Volume Compromised Cloud Accounts Business Email Compromise Attacks

Massages m“ﬂl}* Orgs Targeted %‘ EC Monthly Altacks EMH"’

URBLs 3[I[|,||m|* Compromised Accounts m Impersonated ViPs m
Attachments mﬂﬂﬂ*
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Attackers Continue to Rely
on Social Engineering

Global Campaign Exploits (Messages)

99.999%

of threats use no

technical
vulnerability
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Social Engineering [ Office VBA Macro [l PowerShell WMI [ Thread Hijacking [0 Keitaro TDS [ RIG Exploit Kit
I Compressed Executable [l XL4 Macro [l LCG Kit |l POF J CVE-2017-11882 [l Regsvr32 ] HTML [l Geofencing ] VBS
Shortcut [ Scheduled Task [ CAPTCHA Password Protected " Regsvcs/Regasm [ Executable [l Virtualization/Sandbox Evasion
I JavaScript [l Autolt [l Certutil Jlll Application Access Token [l HTA Il CVE-2017-8570 [l Java [l Template Injection
Il Packager Shell Object BITS Jobs [ XL4 macros [ MSBuild Dynamic Data Exchange [ BlackTDS [ Fallout Exploit Kit
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The Data Behind The Insight

#1 deployed solution in the Fortune 1000
government customers

@] ; ; 16M+ cloud Worldwide presence of @ . 400M+ domains
J 5B+ daily emails @ accounts threat researchers & 6K+ IDS sensors monitored
= 46K+ apps A 45 email campaigns :
268+ URLs b in catalog > “discovered daily 403';%3:"3/ 86K+ social
media
- malware
120M+ = 2K+ cloud /\. Tracking 100+ accounts
attachments &5 tenants threat actors samples
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The New Blueprint is People-Centric

Protect the

#1 Threat Vector
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The New Blueprint is People-Centric

Protect People
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The New Blueprint is People-Centric
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Enterprise DLP

Protect What

People Access
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Insider Threat Zero Trust
Management Access
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PEOPLE-CENTRIC

RISK REDUCTION

IDENTIFY
RISK

REDUCE CHANGE
EXPOSURE BEHAVIOR /

-€

Knowledgeable end users
report potential threats which
reduces attack surface
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