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STOCHASTIC RISK

Pandora's box

A process that once begun generates many complicated problems



Cyber Crime

4.1 Billion records stolen in 2019
54% increase on 2019
Over 15 Billion records stolen in 
the past 7 years
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£183,390,000  
GDRP Fine
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QUANTUM COMPUTING
Impact of Security & Cyber

53 Qbits – 200 seconds

IBM’s Summit, the world’s 
most powerful 
supercomputer, 10,000 years.
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POLICE CYBER ALARM
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WHY IS CYBER ALARM NEEDED

* Reporting cyber crime, is difficult and inconsistent
* Attempted Cyber Crime is not reported
* Funding follows reporting
* Cost of cyber investigation (Ensuring value for money)
* Efficient & effective use of finite specialist resource
* The Voice of security/cyber leads lack management support
* Dynamic Threat landscape
* Evidence prioritisation for new capabilities
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THE GENESIS OF CYBER ALARM

* User need
* Stakeholder engagement
* Identify emerging threat landscape

* Minimum viable product proof of concept
* Pilot introduction
* Multi-level stakeholder engagement
* Delivery at Pace
* Independent validation
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WHY NORTHAMPTONSHIRE

Crimes
Northants has an abnormally high rate of reported cyber and 
fraud crime, despite being the 34th largest force it is 9th on the 
ranking of reported crimes per 1,000 residents with over £7m 
in estimated victim loss.

People
Northamptonshire Police has both Chief Constable and Police 
Fire & Crime Commissioner who want to draw on the benefits 
of digital capability and leadership of CC Peter Goodman 
around Cyber Capability
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CYBER ALARM ROLLOUT

Police Cyber Alarm pilot capability planned to scale out 
in 2020. 

Currently Cyber Alarm is a regional programme
deployed in the East Midlands region.

Discussions with Nation Cyber Security Centre 
regarding links to Active Cyber Defense.
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Currently Cyber Alarm is receiving information from:-

• Councils
• Schools
• Mental Health Clinics
• SME Tech Companies with valuable IP
• IT Managed Services Company
• Formula 1 Race Team

Great example of business and community out reach.

Work is underway to increase participation to 
thousands of contributors in 2019. 

With regional and local coordination and coopertation.

Details of current solution at: Cyberalarm.org.uk

Not Cyberalarm.org
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Police Cyber Alarm
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Thank you

Questions
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