
Where’s the risk?
A look at changing trends in the past 9 months
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Cause of Incident - Q4 19/20

Cyber Non Cyber

Cause of Incident - Q1 20/21

Cyber Non Cyber

Incident by Sector Q4 19/20

Public Sector Private

Incident by Sector Q1 20/21

Public Sector Private

What can the 
most recent ICO 
data tell us?

Over quadruple the 
incidents to inadvertent 

disclosure of data* vs 
phishing!

*Data sent or shown to wrong 
people/person, electronically, physically or 
vocally. Not including theft
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Public Sector Incidents Reported to the ICO
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What Is Causing The Reduction
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A 2-Pronged Strategy 

Predictive Risk Analysis of 
End Users

• Help to understand who will make 
a mistake BEFORE they do

• Allows remediation that isn’t a 
punishment

• Changes the culture towards 
security

Threat Hunting of Phishing 
Websites

• Understand that an attack is
BEING PREPARED, not that it has 
already happened

• Protect your service users/ end 
users and supply chain

• Reduce your organisations chance 
of being a target

This approach creates a proactive 
security culture!
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Understanding 
Risk
Integration between SEG 

and AT helps admins 

understand risk based on 
real world and theory
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The Theory

39% of 
Incidents 
in Q1
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Weaponization of 
Pandemic Keywords

1H 2020

The Real World
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Combining Real World and Theory
MIMECAST SAFE PHISH

User Clicks on REAL 
Phishing Attack

Mimecast TTP re-writes the 
URL automatically 
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User Clicks on REAL 
Phishing Attack

Mimecast TTP re-writes the 
URL automatically 

Educate at Point of 
Risk

Time-of-Click Scan Triggers 
a Policy Violation

Combining Real World and Theory
MIMECAST SAFE PHISH
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Mimecast SAFE Score

Updated to reflect 
individual Risk Assessment

User Clicks on REAL 
Phishing Attack

Mimecast TTP re-writes the 
URL automatically 

Educate at Point of 
Risk

Time-of-Click Scan Triggers 
a Policy Violation

Combining Real World and Theory
MIMECAST SAFE PHISH
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Mimecast SAFE Score

Updated to reflect 
individual Risk Assessment

NEW Phishing 
Simulation Created

Based on Real Threats
Available in Minutes

User Clicks on REAL 
Phishing Attack

Mimecast TTP re-writes the 
URL automatically 

Educate at Point of 
Risk

Time-of-Click Scan Triggers 
a Policy Violation

Combining Real World and Theory
MIMECAST SAFE PHISH
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MIMECAST SAFE PHISH
REVOLUTIONIZED PHISH TESTING

PHISHING SIMULATION FOR THE REAL WORLD

▪ Capture & mitigate real individual and 
organizational risk (SAFE Score) 

▪ Eliminate the guessing game of choosing a 
template

▪ Test users with real phishing emails that have 
been converted into templates

▪ NO cost for all Mimecast (Mime|OS) and 
Targeted Threat Protection customers
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MIMECAST SAFE PHISH
INTEGRATION WITH MIMECAST SAFE SCORE

Using the integration 
with Mimecast 
Targeted Threat 
Protection, all clicks are 
recorded and and fed 
into the Mimecast SAFE 
Score.
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Thank You


