
Secure By Design:  



Connected devices are a synonymous aspect of the daily lives for millions of 
UK citizens. 
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In many cases, cyber-security is an afterthought, consumers assume they are 
safe and hacks are undermining the sector  
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We have a responsibility to protect citizens from harm, as well as 
wider networks from IoT devices being weaponised in botnets 
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৾৽ৼঀॸࣣࣿׯ؝߽߾߿ࡠࡡࡢࡣࡤࡥࡦࡧࡨࡩࡪࡰࡱࡲࡳࡴࡵࡶࡷࡸࡹࡺࡻࡼࡽࡾࡿࢀࢁࢂࢃࢄࢅࢆࢇ࢈ࢉࢊࢋࢌࢍࢎ࢙࢚࢛࢘࢜࢝࢞࢟ࢡࢭࢮࢯࢰࢱࢲࢳࢴࢵࢶࢷࢸࢹࢺࢻࢼࢽࢾࢿࣀࣁࣂࣃࣄࣅࣆࣇࣈࣉ࣏࣐࣑࣒࣓࣊࣋࣌࣍࣎࣡࣠ࣟࣞࣝࣜࣛࣚࣙࣘࣗࣖࣕࣔ֎֍ֈՠԯԮԭԬԫԪԩԨͿ  It is wrong to expect consumers to 

secure their own IoT products. We need 

to quickly deliver the world consumers 

already feel they live in. Good security 

must be built in by IoT manufacturers and 

service providers, by design.  

৾৽ৼঀॸࣣࣿׯ؝߽߾߿ࡠࡡࡢࡣࡤࡥࡦࡧࡨࡩࡪࡰࡱࡲࡳࡴࡵࡶࡷࡸࡹࡺࡻࡼࡽࡾࡿࢀࢁࢂࢃࢄࢅࢆࢇ࢈ࢉࢊࢋࢌࢍࢎ࢙࢚࢛࢘࢜࢝࢞࢟ࢡࢭࢮࢯࢰࢱࢲࢳࢴࢵࢶࢷࢸࢹࢺࢻࢼࢽࢾࢿࣀࣁࣂࣃࣄࣅࣆࣇࣈࣉ࣏࣐࣑࣒࣓࣊࣋࣌࣍࣎࣡࣠ࣟࣞࣝࣜࣛࣚࣙࣘࣗࣖࣕࣔ֎֍ֈՠԯԮԭԬԫԪԩԨͿ We need to work in partnership with a 

huge range of organisations to establish 

a shared language about what is 

expected and allow the sector to grow 

and flourish 
How much they care about cyber security   
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We have worked in partnership to establish the UK as world 
leaders in ensuring cyber security for connected devices 
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We have sought to deliver proportionate legislation 
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৾৽ৼঀॸࣣࣿׯ؝߽߾߿ࡠࡡࡢࡣࡤࡥࡦࡧࡨࡩࡪࡰࡱࡲࡳࡴࡵࡶࡷࡸࡹࡺࡻࡼࡽࡾࡿࢀࢁࢂࢃࢄࢅࢆࢇ࢈ࢉࢊࢋࢌࢍࢎ࢙࢚࢛࢘࢜࢝࢞࢟ࢡࢭࢮࢯࢰࢱࢲࢳࢴࢵࢶࢷࢸࢹࢺࢻࢼࢽࢾࢿࣀࣁࣂࣃࣄࣅࣆࣇࣈࣉ࣏࣐࣑࣒࣓࣊࣋࣌࣍࣎࣡࣠ࣟࣞࣝࣜࣛࣚࣙࣘࣗࣖࣕࣔ֎֍ֈՠԯԮԭԬԫԪԩԨͿ  Strong support for urgent legislation 

৾৽ৼঀॸࣣࣿׯ؝߽߾߿ࡠࡡࡢࡣࡤࡥࡦࡧࡨࡩࡪࡰࡱࡲࡳࡴࡵࡶࡷࡸࡹࡺࡻࡼࡽࡾࡿࢀࢁࢂࢃࢄࢅࢆࢇ࢈ࢉࢊࢋࢌࢍࢎ࢙࢚࢛࢘࢜࢝࢞࢟ࢡࢭࢮࢯࢰࢱࢲࢳࢴࢵࢶࢷࢸࢹࢺࢻࢼࢽࢾࢿࣀࣁࣂࣃࣄࣅࣆࣇࣈࣉ࣏࣐࣑࣒࣓࣊࣋࣌࣍࣎࣡࣠ࣟࣞࣝࣜࣛࣚࣙࣘࣗࣖࣕࣔ֎֍ֈՠԯԮԭԬԫԪԩԨͿ  Desire to ban poor practice outright, not just a label 
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৾৽ৼঀॸࣣࣿׯ؝߽߾߿ࡠࡡࡢࡣࡤࡥࡦࡧࡨࡩࡪࡰࡱࡲࡳࡴࡵࡶࡷࡸࡹࡺࡻࡼࡽࡾࡿࢀࢁࢂࢃࢄࢅࢆࢇ࢈ࢉࢊࢋࢌࢍࢎ࢙࢚࢛࢘࢜࢝࢞࢟ࢡࢭࢮࢯࢰࢱࢲࢳࢴࢵࢶࢷࢸࢹࢺࢻࢼࢽࢾࢿࣀࣁࣂࣃࣄࣅࣆࣇࣈࣉ࣏࣐࣑࣒࣓࣊࣋࣌࣍࣎࣡࣠ࣟࣞࣝࣜࣛࣚࣙࣘࣗࣖࣕࣔ֎֍ֈՠԯԮԭԬԫԪԩԨͿ  Announce to deliver legislation as soon as parliamentary time 

became available  



Most recently we held a Call for Views on our proposed approach as 
we seek to deliver legislation at pace 



We are working with a range of partners to develop a clear 
consistent language to protect consumers  
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In partnership with ETSI, we have developed the first globally 
applicable standard for the cyber security of connected devices  
 

Industry complaints: 
•  ‘Cyber security? 

My organisation 
doesn’t know 
where to begin.’ 

•  ‘There is a jungle 
of guidance out 
there.’ 

•  ‘There is no single 
baseline.’ 

DCMS Code of 
Practice for 
Consumer IoT 
Security 
•  13 guidelines that 

bring together good 
practice. 

ETSI Technical 
Specification (TS) 103 
645 
•  The first published 

standard on 
consumer IoT 
security. 

•  Edited by DCMS. 

ETSI European Standard 
(EN) 303 645 (draft for 
consultation) 
•  The emerging baseline for 

consumer IoT security. 
•  Same 13 headings, but with 

improved and expanded 
content. 

•  Contributors include: 

October 2018 
 

February 2019 
 

November 2019 June 30 2020 

ETSI European Standard 
(EN) 303 645 (final 
version) 
•  The final version is set 

to shape EU and 
national laws end 
regulations on IoT 
security.  

•  Supported by a 
separate assessment 
specification, developed 
by Germany.  

•  Support the 
development 
of relevant 
international 
standards 
(e.g. ISO 
27402) 

Starting point, 
2017 
 

From 2020 

Assurance schemes  
Several IoT security assurance/certification schemes are already aligned with 
the ETSI standard:  
 
 

National guidance 
by DCMS & 
NCSC … 

… converted into 
an industry 
standard… 

… improved and expanded content 
published in draft… 

… to become the baseline in 
Europe … 

… and 
globally. 

UK regulation 
Our proposed security requirements within the Call for Views are aligned to key 
provisions of the ETSI EN standard. We will need to be alert of emerging 
regulation under the EU Cybersecurity Act and the EU Radio Equipment 
Directive.  

Programme outcomes 
•  Standards, assurance 

schemes and regulation 
catalyse industry 
implementation of good IoT 
security practice.  

•  The safety, privacy and online 
security of consumers and 
businesses are better 
protected. 

•  UK seen as world leader in IoT 
security 



We have developed partnerships, and seen our work amplified 
beyond the UK 
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Partnerships: We are also supporting the development of assurance 
schemes and webinar training facilities 



 
Industry 
1.  Get in touch if you would like to engage further, especially with view to sharing 

public support - email sbdteam@dcms.gov.uk  
2.  Engage with ETSI and usage of EN 303645.  
3.  Use  https://iotsecuritymapping.uk  to make it easier to review all global standards 

Consumers / Buyers 
Ask the right questions of your devices. 
 
Passwords / Security updates  
 
 

Requests 


